Thorsten Butz

“Everything you
always wanted to know

about file server ¥
3 But were afraid to ask™

Windows Security| | Unpin from taskbar| marketing
Pin to Start
e Manage l

Access is denied. Map network drive

Get-Help about_me

$speaker @{
name = Thorsten Butz
jobrole = Trainer, Consultant, Author
certification = MC*,LPIC-2
& - thorstenbutz
n facebook.com/thbutz

A - www.thorsten-butz.de
¥

www.slidingwindows.de/?feed=slw-mp3

Windows
PowerShell 5
kurz & gut

OREILLYS TASCHENBIBLIOTHEK

Rolf Masuch
Thorsten Butz

17-02-12, page 1



List of content

* Episode 1: The untouchables

* Episode 2: Hidden beauties

* Espisode 3: Adults only /
%

#region Episode 1

The untouchables

17-02-12, page 2



The basic stuff: remote administration

SHARES
Servers AR Al shares | 1 total
Volumes .
Disks =
i3] Storage Pools Share Local Path
[¢] Sha

4 sea-sv2 (1)
isCsI marketing
Work Folders

Amarketing

Protocal Availability Type

SMB Not Clustered

& New Share Wizard

Select the profile for this share

File share profile:

| SME Share - Quick

SME Share - Advanced
SME Share - Applications
NFS Share - Quick

NFS Share - Advanced

Description:

This basic profile represents the fastest way to create an
SMB file share, typically used to share files with
Windows-based computers.

* Suitable for general file sharing
* Advanced options can be configured later by
using the Properties dialog

Shadows of the past

Event Viewer x

File Action View Help

«=|FE = BE

Connecting, please wait ...

Cancel

& Computer Management (SEA-5V2)
i} System Tools
&3 Storage
Services and Applications

B/ Microsoft Management Console ®

Microsoft Management Console has stopped
working

A problem caused the program to stap working correctly.
Windows will close the program and notify you if a solution is
available.

Close program

Event Viewer

Computer 'SEA-5V2' cannot be connected, Verify that the network path
is correct, the computer is available on the network, and that the
appropriate Windows Firewall rules are enabled on the target computer.

To enable the appropriate Windows Firewall rules on the remote
computer, open the Windows Firewall with Advanced Security snap-in
and enable the following inbound rules:

COM=+ Network Access (DCOM-In)
All rules in the Remate Event Lag Management group

You can alsa enable these rules by using Group Policy settings for
Windows Firewall with Advanced Security, For servers that are running
the Server Cere installation option, run the Netsh AdvFirewall
command, or the Windows PowerShell MetSecurity maodule.
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fsmgmt.msc

=
File Action View Help

| 2| @ &
[a] Shared Folders (SEA-SV2)| Share Name Folder Path Type # Client Connections  Description
& :“B’E‘ Bl ADMINS  C:\Windows Windows 0 Remote Admin
&l OEMFT s o Windows 0 Default share
@l Upen Files & IPCS Windows 1 Remote [PC
| marketing  C\marketing Windows 0
marketing Properties %

General Publish Share Permissions = Security

Share name: |

Folder path: |C"market|r\g ‘

Description: | ‘

User limit
(®) Maximum allowed
(O Allow this number of users: 1 =

To modify how people use the contert while offine, ;
click Offline: Settings Offline Settings.
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fsrm.msc

=c)
File Action View Help
e |mH

2= File Server Resource Manager (Local Actions
File S Re Manager (Local)
e Server Resource Manager File Server Resource Manager (Local) -
Connect to Another Computer...
n
View ]
Select the computer you want this snap+n to manage. E Hel
Ep
O This snap+in will manage
on
E () Local computer fthe computer this console is running en)
()] !
o) ® Ancther computer.  [seasv2 Browse... Wil
End Snap-in x

This snap-n is not responding.

To return to MMC and check the status of the snap-in, dick Cancel.

If you choose to end the snap-in immediately, you will lose any unsaved
data. To end the snap-in now, dick End Now.

End Now

FSRM feature installed FSRM feature not installed

## New Inbound Rule Wizard X # New Inbound Rule Wizard X
Rule Type Rule Type

Select the type of fiewal rue to create Select the type of fiewall nie to create
Steps: Steps:

What type of rue wouid you like to create? What type of rule would you ke to creaie?

@ Rule Type @ Rule Type

@ Predefined Rules @ Predefined Rules

@ Action O Program @ Action (e}

Demo

Rule that controls connections for a program.

O Port
Rule that cortrols connedtions for a TCP or UDP port.

@® Predefined:
Remate Assistance hd
(Cast to Device functionalty ~

(Core Networking

Delvery Optimization

DFS Management

DIAL protocol server

Distribited Transaction Coordinator
Faiover Cluster Manager

File and Printer Sharing

(e]

fomeGroup

1SCS1 Senvice
y Managemert Service

ImDNS

Media Certer Extenders

Network Load Balancing Manager
Perfomance Logs and Alerts
Prosimity Sharin

ki
Remote Desktop

Remote Event Log Management

Remote Event Monitor —

Rule that cortrols connections for a program.

O Port
Rule that controls connetions for a TCP or UDP port

@® Predefined:
Failover Cluster Manager ~
Falover Cluster Manager ~

Fie and Prnter Sharing

Fiz and Printer Sharing over SMEDirect
Fil: Server Remote Management
Hyper-V/

Hyper-V Management Clents

Hyper-V Replica HTTP

Qo

Key Mariagement Service
mDNS

Netlagon Service
Network Cortroller Host Agent Frewall Group
Network Discovery

Netwerk Load Balancing Manager
Performance Logs and Alerts

Remote Deskiop

Remate Evert Log Maragement

Remote Event Monitor "
Remote File Server Resource Manager Management
Flemote Scheduled Tasks Management

Remote Scheduled Tasks Management
Remote Senvios Management

Remote Shutdonn

Remote Volume Management

Routing and Remote Access

Secure Socket Tunneling Protocol

SNMP Trap
[TPM Virtual Smart Card Management v

Remote Service Management

Remte Shutdown

Remote Volume Managemert

Routing and Remote Access

Secure Socket Tunneing Protocol
Trep

Software Load Balancer
ITPM Virtual Smart Card Management
[Windows Firewall Remote Maniagemert
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Firewall rules for FSRM

fanager Manag

MName
Remote File Server Resource Manager Management -
Remote File Server Resource Manager Management -
Remote File Server Resource Manager Management -
Remote File Server Resource Manager Management -
Remote File Server Resource Manager Management -
Remote File Server Resource Manager Management -
Remote File Server Resource Manager Management -
Remote File Server Resource Manager Management (SMB-In)

Demo

# Check config
$CimSession
$DisplayGroup

FSRM Reports Service (RPC-In)

FSRM Service (RPC-In)

Remote Registry (RPC-In)

RpcSs (RPC-EPMAP)

Task Scheduler (RPC-In)

Windows Management Instrumentation (Async-In)
‘Windows Management Instrumentation (WMI-In)

Group

Remote File Server Resource Manager Management
Remuote File Server Resource Manager Management
Remote File Server Resource Manager Management
Remote File Server Resource Manager Management
Remote File Server Resource Manager Management
Remote File Server Resource Manager Management
Remote File Server Resource Manager Management
Remote File Server Resource Manager Management

New-CimSession -ComputerName $fileserver
'Remote File Server Resource Manager Management'

Get-NetFirewallRule -DisplayGroup $DisplayGroup -CimSession $CimSession

Format-Table Enabled,Display*

# Enable rules

*store* -AutoSize

Get-NetFirewallRule -DisplayGroup $DisplayGroup -CimSession $CimSession

Set-NetFirewallRule

-Enabled True

Profile
All
All
All
All
All
All
All
All

Enabled
Mo
No
No
Ne
No
No
Ne
No

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Override
MNe
Ne
MNo
No
No
MNo
No
No

Ready for take off

23 File Server Resource Manager - O hed
File Action View Help
LI AN HEY
i File Server Resource Manager (sea-sv2|| pame Actions
v éﬁ Quota Management . . .
= Quet L& File Screens File Screening Management -
& Quotas )
@) E File Screen Templates View »
3 ta Templat
E @': Quota .emp aes || File Groups .
T v el F\I|ESC!EEI’1II’19 Management =) Export List...
5 File Screens
() o Help

.E‘ File Screen Templates

,1:. File Groups
@ Storage Reports Management
@_ Classification Management
. File Management Tasks
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Demo

Sharing and mapping

click Offline S

O Maximum allowed
@® Alow this number of users

To madfy haw people use the cantent while offine. | offjine Settings

) #A
File Action View Help |
o [ — . : -fs1
PN e = net.exe use s: \\sea-fs1\Sales
& Computer Management (SEA-!| Share Name  Folder Path Type # Client Connections  Description
v {ft System Tools EIADMINS  C:\Windows Windows 0 Rernote Admin #B
© Z“kf;'”e‘j“'i’ gacs [« Windows 1 Default share
vent Viewer .
&) Shared Folders Bl hr cishares\hr Windows 0 New-SmbMapping
= 1 IPCS Windows 1 Remote IPC
& Shares o
5 Sessions 2] marketing  c\shares\marketing  Windows 0 -LocalPath's:
_;i Open Files 8 sales hshares\sales Windows 0
3 Local Users and Groups -RemotePath '\\sea-fs1\sales'
@ Porformamee sales Properties x
& Device Manager General | B
Uplish  Share Pemmissions  Securty
23 storage #C
4 Services and Applications
Sacrare. [ New-PSDrive
1ot
Folder path: |a shares\sales ‘ -Name''s
Descrgtion: | | -PSProvider FileSystem
User mit
serim -Root '\\sea-fs1\sales'

ettings.

#region Episode 2

Hidden beauties
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file://sea-fs1/Sales

. “: ‘., N

Less known NTFS object types ?'QF“V‘ ]
. \X/IKII;EDIA
NTFS reparse polnt The Free Encyclopedia

From Wikipedia, the free encyclopedia

An NTFS reparse point is a type of NTFS file system object. It is available with the NTFS
v3.0 found in Windows 2000 or later versions. Reparse points provide a way to extend the
NTFS filesystem. A reparse point contains a reparse tag and data that are interpreted by a
filesystem filter identified by the tag. Microsoft includes several default tags including
NTFS symbolic links, directory junction points and volume mount points. Also, reparse
points are used as placeholders for files moved by Windows 2000's Hierarchical Storage
System. They also can act as hard links, but aren't limited to point to files on the same
volume: they can point to directories on any local volume.[]

https://en.wikipedia.org/wiki/NTFS_reparse_point

Volume Shadow Copy Service

MSDN:
mﬂ ; "’c'é';??fii??ﬂ?a‘” ; paal T "The Volume Shadow Copy Service

(VSS) is a set of COM interfaces that

Systermn Hardware Software
Provider Provider Provider

implements a framework to allow
volumes 4[ @é @é é@ volume backups to be performed while

applications on a system continue to

vssadmin.exe list shadows write to the volumes.

vssadmin create shadow /for=c:

VSS is supported on Microsoft

mklink /D C:\vss \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy1\

Windows XP and later."

vssadmin delete shadows /all
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http://technet.microsoft.com/de-de/library/cc785914(WS.10).aspx

HardLinks, Symlinks/Softlinks

 Hardlinks (files)

Can be used in file shares, cannot cross volume borders

* Junctions (directories)

Can be used in file shares, can cross volume borders

» Softlinks

Cannot be used in file shares, can cross volume borders
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HardLinks, Symlinks/Softlinks

Hardlinks
(file)

Junctions
(directory)

Symlinks

Symlinks

(file) (directory)

Can be used in
shared folders

YES YES NO NO

Can point from one
volume to another

NO YES YES YES
Problem statement:

» Weird differences throughout different OS version

« Strange collection of (built-in) tools, lacking functionality

* Generally not "popular" in Windows

Why do Hardlinks/Symlinks exist?

% Local Disk (C:) Properties x
General Toals Hardware Sharing
Previous Versions
¥ powershell.exe Securty LE - O x
S C:\> Get-Chi em C:\Wi e nllrEr L T Previous versions come from File History or from
PS C:\> Get-ChildItem C:\Windows\explorer.exe & resore paite.

FullName : C:\Windows\explorer.exe

PS C:\> Get-ChildItem
Linktype

C:\Windows

Group

57882 HardLink

{bfsvc.exe, D

Folder versions

Date modified

MName

~ Today (2)

¥4 Local Disk (C2)
1 Local Disk (C)

5863 .8_none_62c8884bb28b2827\explorer.exe}

.LinkType } | Group-Object

Where-Object {

Open \V Restore

Cancel

Apply
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#region Episode 3
Adults only

UAC trou b | e Permissions for marketing x

* Protected Administrator marketing x
| Youden't currently have permission to
—» « Standard mode Lotk REIE * access this folder.
Pemissions for Domai Admins Mo Doy Click Continue to permanently get access to this
* Elevated mode e 2 = foide
Fa Flead b execute 4 g € Continue Cancel
(Run as Administrator) L oker orcis % g
» Standard User Account =

Security
Object name:  C-\marketing

Group or user names

EN¥ powershell.exe

PS C:\> whoami /groups

Group Name

P i CUILTIN \Administrators
CONTOSO\Domain Admins

/Fo csv | ConvertFrom-Csv | Where-Object { $_.Attributes -like '*deny*' }

Type 5ID
Alias -544 sroup used for deny only
Group 1-807576472-1988576611-259626709-512 Group used for deny only
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Trouble again with UAC

0 e Filters

Best match

File Explorel

Tt s Unpin from taskbar

Pin to Start

Apps
Manage

~ Internet Exploi

Map network drive

% Microsoft Azur .
Disconnect network drive

Setti .

inos Properties

=1 File Explorer Cpuuis

P exploreq

Very sophisticated:
Running Windows Explorer elevated
Requires Registry-Change

HKEY_CLASSES_ROOT\AppID\{CDCBCFCA-3CDC-436f-
A4E2-0E02075250C2\RunAs

Owner of the RegKey: "TrustedInstaller"

Windows Security X

Unable to save permission changes on
{CDCBCFCA-3CDC-436f-A4E2-0E02075230C2).

Access is denied.
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Avoiding the glitches

» Always (!) use your own groups to grant distinct permissions

« Simplify your life:

\ Seattle
e Domain
Admins

Demo

Domain ‘
Admins #

Permission Entry for Marketing

Principal:  Seattle Demain Admins (CONTOSO\Seattle Domain Admins)  Select a principal

Type: Allow

Applies to: | This folder, subfolders and files ~

Basic permissions:
Full contral
Madify
Read & execute
List folder contents
Read
[ Write

Special permissions

Demo

[1Only apply these permissions to objects and/or containers within this container

icacls.exe $fileshareroot /grant "$SeattleAdmins™ :(OI)(CI)(F)"
# (OI) Object inherit

# (CI) Container inherit
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Permission Entry for Marketing

Principal:  Londen Domain Admins (CONTOSO\London Domain Admins) g

Type: Allow v

Appliesto: | This folder and subfolders ~

Basic permissions:
A Full control
] Modify
Read & execute
[ List folder contents

Permission Entry for Marketing

Principal:

Type: Allow

Applies to: | This folder only

Basic permissions:
[ Full control
& Madify
Read & execute
List folder contents

Vancouver Demain Admins (CONTOSC\Vancouver Demain Admins)

[ Read [ Read
O [ write [ Write
E Special permissions Special permissions
)
Q [J Only apply these permissions to objects and/or containers within this container Only apply these permissions to objects and/or containers within this container
icacls.exe $fileshareroot /grant "$LondonAdmins™ :(CI)(F)"
icacls.exe $fileshareroot /grant "$VancouerAdmins :(F)"
Implicit deny vs. implict grant
ICACLS preserves the canonical ordering of ACE entries:
1. Explicit denials
w Marketing & Mame
2. Explicitgrants
O h Dept A |=| secret.ba
GE) 3. Inherited denials v Secret
()

4. Inherited grants

/ 2017

icacls.exe ".\Secret\" /deny "$user” :(0OI)(CI)(F)"
icacls.exe ".\Secret\2017\secret.txt" /grant "$user :(F)"
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SeBackupPrivilege

E¥ Administrator: powershell.exe - o X

PS C:\> Get-ChildItem 'C:\System Volume Information'
Get-ChildItem : Access to the path 'C:\System Volume Information' is denied.

+ Get-ChildTtem '"C:\System Volume Information’
N

+ CategoryInfo : PermissionDenied: (C:\System Volume Information:String) [Get-ChildItem], UnauthorizedAccessExcept

+ FullyQualifiedErrorId : DirUnauthorizedAccessError,Microsoft.PowerShell.Commands.GetChildItemCommand|

Directory: C:\System Volume Information

thiriteTime Length Name

Windows Backup
76 IndexerVolumeGuid
12 WPSettings.dat

http://www.leeholmes.com/blog/2010/09/24/adjusting-token-privileges-in-powershell/

Wrap up!

* Remote administration is possible .. but awkward

* Not a single solution is feature complete
(icacls.exe, takeown.exe, Get-ACL/Set-ACL .)

» No reason to disable UAC, use your own groups!
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Tip: SetACL Studio by Helge Klein

o= v senc s S ==
View Help
=2 (<2 ] Changes to 'HKLM' saved. Undo (<1}
4 B Computer (local) H KLM
| File System
= Printers
4 & Registry Owner  Select
_ | HKCR |Admmistratnrs
HKCU
| HKLM Permissions  Show auditing
HKU Type Name Permissions Applies To Delete
£ Services o SYSTEM &= Full contral This key and subkeys
v Shares Administrators = Full control This key and subkeys
WML
—

Permissions minus Complexity

Intuitive permission management with the power of SetACL.
Less clicks, no more UAC prompts, increased productivity.

¥ PowerShell Conference EU 2017

New-Question
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* Thorsten Butz
@thorstenbutz; thorsten-butz.de

== \Was Sie schon immer tber Fileserver wissen wollten,

aber bisher nicht zu fragen wagten

Everything you always wanted to know about file server

but were afraid to ask

* PowerShell Conference EU 2017
HCC Hannover Congress Centrum, 05.05.2017
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